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DIGOS CITY  DIVISION

Office of the Schools Division Superintendent

Dlvl8IOH REHORAnlDunn
OSDS-2023-I ¢ 1

To                      Schools Division superintendents/ OIC-SDS

Subject :           REFRESHER COURSES OF DATA PRIVACY ACT WORKSHOP

Date                 Au ust 1, 2023

In accordance with Regional Memorandum No.  146, s.2023 dated July 27, 2023,
re:   nlvITATION   TO   TIE   REFREslmR   COURSES   OF   DATA   PRIVACY   ACT
WORKSHOP from Christopher Sentin, Yisrael Training Secretariat of Yisrael Solutions
and Training Center, Inc. inviting this Office to the Data Privacy Act Workshop Refresher
Courses via Zoom and Face to Face on the following schedules:

TYPE OF veNUE SCREDtJLE REGISTRATIOH
WORESHOP REF

Virtual Zoom Onhie August 9-11, 2023 Php   2,000/day   per
September 6-8, 2023 pax    total    of    Php
October 4-6, 2023 6,000 for 3 days

F`ace to F`ace ManilaSamMiguel   Avenue,ComerShaw
August 29-31, 2023October25-27,2023

Php 3,000/day per
Boulevard        Ortigas pax total of 9,000 for
Center,     Pasig    City, 3 days (inclusive of
Metro Manfla training kits,certificates,an/ pinsnacks,andlunch)

Face to Face Ba8uio CityFrameHotel Baguio F.CalderonSt.,BaguioCityProper,BaguioCityBenguet
September         27-29,2023

In relation to this, interested participant/ s may attend the workshop, chargeable
against persorml expense.

For information and dissemination.

JepEd Schools Divi5ion of Digos Cib
p`E£[:r€`£r;sfcT!€iN

F.F`-3j  Lan        Lj2,

Enclosed: As

For and in the absence of the
Schools Division Superintendent:

Qfrow,"loil2oL3
CIIERRIE All.HE a. BOHOL

Educa%0£c::?]8:_¥h:E;rv]sorfy

Address: Roxas car. Lopez Jaena Street, Zone 11,  Digos City (8002)
Telephone Nos.: (082) 553-8375; (082) 553-8396



Subject:          INVITATION TO THE REFREsllER COURSES OF DATA
frelvAcy ACT wORKSHOp

Date   :           July 27. 2023

Herchth is an cmalJ dated July  18, 2023 from Christopher Scntin. Yierael
Training Sccrctariat ofYisrael Solutions and Training Center, Inc., inviting this once
to the Rcfresher Courses of Data Privaey Act Workchop via Zoom and Face to Face
with the fouowing schedules:

-orro-OP VEaueI -un no,in
Virtual ZOOM ONLINE

August`9-11,2023 Thp2,oco/`dTFTper
September b-8, 2023 pr total of php
C"ober 4-6, 2023 6.000 for 3 days

un'LA
Augu3t 29-31, 2023

iphp3,OcO/daypr
Sin xpgucl Avenue,

Face to Face      g::::£haowin per total of Plip
frotm 25-27, 20Q3 9,000 for 3 days

Center, fasig City. (indu8ive of training
Mcfro hrfuila hits. ccrdrmates,an/pinrmck8, nd

Face to F&cc

RAGuio crry

Septcmbcr 27-29. 2023
FThe Hotel BaqufoF.CalderonSt.,BaguioCityProper,BaguioCity,Benguct lunch)i[

Anent to this. interested participant/ s may attelrd the `Arorkchop, chargeable
against personal expense.
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tl~tAIIT FtEN~ After aczmpthing your resenctan and payrred. rfease `eeit for furber lot)aces
regadrg be froeEzaton ol.ytxir vyorkshop schechbe before I]ooklng a ffight er any mode of tramsportction af.a
atx-ode6on. Vvb `Iffl keep in fuwh as soon as the sched`de is friafaed nd lder Otan a `reck beforty the `codeshop
schedLfa

Enchsed ham.RA arc the Irritation Lcttr, Confroa6on Fom. end I`lfrs Chalar 1601 for )qr lchreftce. The sad
tinke are accessil)le b the pLaec and mrababte on Nfus `nebsxE] respechdyr. I)cnoe` not to I}e omddeed as art
endorsemed to the person or edit)r aflfrog it. Kindly fl LID the 5aiifuriation fom for the Teserva8on then send ft hack
to uB th")gh fax at (tH7) 956i2025 or email * at hashien®yisrael50lutions.com for re6mction,

For inqtiines arid other ooncerms. ystl can reach us at motde no +63 936 2878 373 cN' email tls or lmay cd us ct (OZ7)
373 85ae.
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Yte inde you[ ]mr dyHm headsfoffices, and the dan priveqr team to attelid otr orine \Awhsliop
rfud"Piivaq/AdFZEfroerCotrsb..Gi`mblmiaethedfecbestrtheRedcherCouse.

1.DiscilssdeipdesalaultheDalaPfiraqfActOf2012
2. thor be irTx- of condLxfty a mqny rty Assessment
3.  thdewh the de Of the orgarizzfro b t]AV is priraq/ so`whre to btfty miytage is
convfrowh  tpA
4.  tdso de tincots and prac6ed approach Of using da8a frotoriesrfuape b pmride a lutsdcaul

foprdgivpenddde.
5. undelal the q]edeord considerabe to dyr data privaey progfans in the ngarfalion
6.  ttscLbeon on Gdrfros for Pesonal Ddt Breach llanapemEut wherch the pedkinds ae

innxnd
todeqmcgivafscafftyinidentsandpermaldintmadrs

lbe krfu otierfues of dts irtyfty are to f" the govemmen! agefiqr aT pi`de aqatzEfro to be
irfroB Of the rna.r guldhe5, memormdunlrfuds iss]ied try the I`faional Phaai Cdrrission qu)
Iifro rogads to oolrfance `ith RA 10173 as `id a6 the ftyiEwhg Riles and degtffions pe} arxl ts
cceaponding fines, or |}enaEes.

ke addfro, Our data givmqr marngs and dra givap/ aptds wiB givre ]rou detatd inftxttrfu and
eioeiises about Data Pri`faey Ad and ts RE and ds¢uss be Breach k4anagemed g hue Chair Ism
thder Bftrd A4anapemeut the paf6givde are rfuited b the concef* Of de scarfu/ inddent ed
pesonal dda haadi and as made aware Of the rmHkrfus Of a data privaey bean and how b sun
qrfutrwhahaFpe.
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-ART RE-: After aceorrpiching xpr maendeon and nynerfu Pcase `rait tr flrfer
apdas ngrfug be fuaEhion Of yoir .Kfty alchLe brfute l]oding a qu or any mode af
fagivatonanda-edim.W€wlkeapintrriassoonasthesdndJeisfu8faednctftythan
aireekbfrooieiNrtystfrodde.

Qr orhe `Nrichop wil be hem fr three ffl dapi and the Online WoTkchop Fee is Php 2,Onhby per
par d d Php 6,COG for 3-days and FaoeLtoface Ntoftshop Fee ij Plp qu8qr per par bd Of
Php  9,OcO  for  3Idays.  Kmr fl  up  the dlached  Crfuaton  Ffro wliich  reqbes a  Eat Of )mp
pEricpe sod tr ft to pe7) 956RE or enaJ at hashen@viseeischfuons.com for your iAndgiv
sBedJi  bease depose de papneft and emab 8ie depost sb then a mecting ID and a paes`Aed wl be
sent to ]qur email. Papmul shout be made on de aecolut Of YtsRAEI SOLLmchrs ANl) "ANIt6
CENTER ue

Wedeocoductanhtotis¢verfchopwhereinxpradeecanorgarfeetspgivntoattendanofthe
`Nderty,  W imi art= inBEL rfeasc infin us ct the oorfect mirhoers strfed I]elmr.

ForrtyiriesandlordErrificatirtydeaseoontactustryedahashien@visradschrfeons.com(iBhawhb
CliristgivSedin*ar11"tedatwhilenumher09362878373(Globe*09998895387SAIAVT);
IandEne qu7) 616un; telefait at 027} 95RE025.
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Repiibhe Of tbe ThilippincB
National Ptwaqr CommiBrion

prfuxp

:  iocmhaaci6
:  Au HEADs OF GOvENMENT BRANalEs, BODIEs OR

ENrmEs,    INcujDm]G    NirmoN^L   cOvERNMENI`
AGE`tiuEs, BUREIAus oR oFFTCEs, coNs.IrnJnoN^L.
cOMMls§[ONs,     Lot.^t.     GovrmiMmfT     uHrr5,
GovERntM EN'rerlrNm         AND         unorrlrolLED
conrmRAT]oNs, sT^TE COLLEG E AND L]NIVERSITms

:  sEcuRrnr  oF  rmsoNAL  DATA  TN  GovmNWEhzr
AGENcms

W]lERE^S,  Attirle TI,  Soctin  Z+  Of  ihe 1987  Co"itittLlim pf"ridB thai  the Stab
]€z*=i tlrs vital rue oT coltununicatim and inhaatier` in datonhilding, A. the aam
fry Article TL Strfen ]1 tlind aphasinel dud lh. Skate val`ies th. digrit}r Of query himai`
peson and griaiaiitE]t=i hitl reapect for htirmn rigivi;

WHEREAS, Section 2 Of Republic Act No. 10173, also luroim as tile Dael I+iiraqr Aa d
"2, prddes that ft ]'s tlte ptifiey of the Stzrfe to protect the fuf`dantmtal Jioman rigiv Of
prhr3qr Of ctimmuTdendon while en±itlrinB fRE flour trf irfroaGon to prrmotg innguton arit)
growrth. The Sbte atso rasognizes its inht-I ottigatim to cmsiire that personal infomatifl` in
informatin nd cqdtymmirfuns qrBtems in the gpvt-ed al`d in tliiL. (rfurate set:dr aese-ndpn-

W]IERE^5, pursuant to SBctfam 7 Of the Data Drivaey Ad 1.f 2012 the NatiomJ Jin-.raey
Cthmissinn is chant with the adminishatim and inprmendLtion Of the provi5iong, rf the
tar, which indt]des ds`iring the -pliance ky  personal ininafron -tinkers `^rfu the
provi±ms Of de Act and with iultmDtion8I thndards [8r dE]ta predrfecfty artd carrying cart
eEfuts to fo"]latr and impleneut p)ar.a and pdides that sto8lha the pnxttfro Of p-I
iiirfldiiaiiia6on in the co`Intry, in eondjnatiDn `th othtr govtrmmait a8Encice and  thi. privateE-

WfTEms,  under  Section  22  Of  lhe  Data  Brin:)cy  ^d  Of  2012.  the  head  Of  Gach
grrer"rmit  nggivey  er  instriundelit)I  ig  maFrmsible  far  comfrtying  with  the  -rtyr
TGqudrtldrmts mentind in the hw. This irditdes auuring all srmrithre pcGmal infrfuatin
dtinfaird h. his or her i]gmqr are sectiredr ac far as prachcable+ with the use of the most
aprtyate standard geetrmized ty the informatin and corlmunintione drdrrdqgy indurtyr
and as tecoTmEnded ty the Commiesim:

WHEREAS, under Section 23 Of the mfa fThnaey Act Of 2m2. the Crmmi6sim may
i!i6tie guidelines whting to acees ty}r ngmey peeuneL to so!iifflre pe"nal inforimtinE`;

WllEkE^S, Siaclinn 9 Of the JmplarFr±n±ng Rules and Rcgtilatims Of the hafa Pritrary
Act Of 2m2 pxpvides that.  among the Cmfrfeaedon'6 hinctions, i£  Eo dflrdap,  pfuriqlgie
wiln-r or amend Tules and npgt]latilne for the cfder. inpltmenb6m of de> A¢

WFIEBEroREL in conrich:ra: tjon of that.e pri!miscs, the Natiml Hi`<aey C©irdm
hrdy issues this Crmu govming the ±iactrtyr oE Teeof`al data in gp`€ agr"in
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ScaLfifv o( Ptrsarid t}cho in Go+mmenl ^eenci.±
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RULE I.
GENERAL movisloNs

SECITON  1.  Sapr.  Thcae  Rules  chall  afpf y  tD  all  gpvrmll`frd agprdes  engaged  in  tha'
pr-ingOfptrsmaldafa.

§Err]Ohf 2. P_. Thee Rules arc heTrty i§etrd b asel.st gr`rtn"m apEndes cngrgr!d in
lhe proco6Sing af personal data to meet thdr lxpl chligrtiot`s under keptihl± Act No. ]0173,
aha known as the ha ELraey Act of "2, and ib Gonesponding haplemendng Rules and
Rqufati-
A grvcodnut qgefl]r dtry uno thee RtLtes b i-tie and implemcot more ilthffed paliEies and
prcoedures, whir tedtct its apecific optmthg ceqqinmtR

SEcnon 3. Zrtyirfum a/ Ttms. I.'or the prxpcee of tis CITdr, th. (ull.ii+ring ttrms are
d~ as fiHdrws:

A.    -Aflqut*e use f"ftyJ' shall rdtr b a donlmut er eict of nile5 stiptha6ng contrtk tr
T€strictions, that ngcoey pErmni`d - egret b fu aaeaa to theii' ageney's fichArnd.
fedlitis, quuipduEnt. or senr±ts;

8.      ~^ct~ rdtrs to Rapilthc Act No. ]0173, chenidse ktrmm as die lhate Fhivaey Act af
rm2 0PA);

C     -AgFTr  lheutbf!r  rders to  aD  dfiEiaky offiEm,  enrlployt!Es {wr amsiiltanB Of a
gout-agrx]r,indudingthogc¢iFiiaEdbyrtyndesercqutractsof9ErvicE;

D.     -Gmmisrim-rtrfe to the Natiord ptry cblrmis6fon givlrty;

I.      ~Diita cimtEr~ rtha b a acotraHzed 7`apijEfary, wltich Play be plryofcal er virt])al, may
he malog ur digivL used for the 5mgiv managmml} and disErmimatim t>F drh
itrdutbef-tdady

I.     "tab frotectin orar zEfers to an individual designated dy the lwmd of agqiry b
be acmmtatAe for the agqtcy'5 cooxpfronr with the ^cL: Pnwided, that the individtial
tniist be  an  onganif  enplqyee  Of  the  gprouiTtent  agr`qr:  Pfrfuded jivlhar,  that  a
gr`'cmtnent agFlry may hmre fl.ne thin one dlLb protectim officef;

a     -Gov-ETt[ Agfl`c)r" refch5 to a grvamncol brarh oT body or endt}T. irriulde
nationa) gp`nrmmmf ageticte5r b`iftrmg, or offict5, corustifzzticn.3] -missims. IIocal
go`mment  linits,  govmmmLrmmed  and  controucd  corperatims,  govrmtdch
fuazirial irfututin, state culkges aftd undrtrdf:s;

H,     -I]cod of A8qu}r-n:fees fo: (t} the head ofthegovemTtun(entity or body, fur rational
grrvrmmct  agtmries,  tngtfrotioml or  offices,  or  hanches  Of  the
gov€mment @} the gtrveming bmrd or its dt]ly authorized oflidal fu goventmed
o`med  and  a.mfrolled  ctirpndim  8pvtmmatt  finer.dal  insfuititms,  af`d  tale
collt=pes and tinivesitiei; a) the lcal dtirf coemrdve, Jor local Eovrmmerit units:

I.       |mFIIedicoting Ridi:a and Regulatinrs-or ~lRR~ clan pemiR to lmpemmtryg Rii]es
and ltqgl]latiors Of Repuuir Act No. 1m73, other`.rise lonen.in as the lhata m`rary ^d
Of m2;

I.       ~BElecoal  Daifa-  shall  iiefu  to  all  types  Of personal  inEarmatim  including  thee
peretryg to agriey per=-lil.-
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K     -FThraqr TTnprm Asgesanmr is a pro± iiz`dehakm and used ty a gqr-rmL
nggr.ey b eratuul: and li`anagr Frfuacy tryacts;

L..      -ftystr Na"tgurmt Tool-is a softmfe systm that hcilibbE5 the adminisfrotifm oT
USEFT pt-nhs arul ac€es tichtl

5ECITohr 1 a-f7-1 oth.grb-4rus. A gov-d agfltey engaged in the prmrfug of pc-al
data chlll obeanne the fflmwing dutiB and ji:iiiiiEiEffili6eg:

A.     thro.igh ic head rfagr[.ry. designate a hata p".rdinn officer;

8.     eondrct a Thivacy lmpactAsstsmwh fu ed pTngrani, prt-{r measine iAthiri die
?genqr dtat invtives personal dto. Jthri4 clef such asse8rment shall be indated ae
"!Xxxny;

C.     oeane privacy and data prDteEGon prfura falcing irtto aEqutit the pri`mqr intpai:i
asse5fmrty as `rdl as Scclints 2S to a Of the IRE;

D.     armdoct a mandatory, qgrmcy-I.nde haining ori privaqr and data protutm pckities
once a y\car. Plwided,  thzit a  drhr tzairing chall  be  pToonded  dtiring all a\grtqr
pefgmbd orfutati-

I.     TEgi5ecr its data pressing qrstent6 wrfu the commission in `t3ses whEac p±S
in-ches peonal dab Of a[ lGiist one thotrai.d a,OOv) inlividual§, taking into aammL
Sections 46 to 49 Of the nR;

F.      oooptmtp  with  Ike  ri.BtBtiesion  vvhco  the  ageney's  privaey  and  din  prutertion
polrif3 are outjecLed to re`riew and aseegmm| in oE!ms Of thrir onmpliance with de
oequiremmts Of the AiEt its lRR af`d all ififiiiames try d* CommisisioiL

SEHION 5. Jhaaq/ 7apprd Jtsffsotwr. A grvemment a8grtry mgaged in the processing of
pB=ortal dati] chill atstire that its condui-t `* a privaqr inpact dd©terit is pttqrortionLe or
trmisun with the sizr and ±rmsitivity Of the ptrsona) data bt:ing prmsed, and the risk of
harm frun the umatithoFiael] procesing Of that dale,

Tbe haraqi. Impact Aseasmmt stall incliide the following:

A     a data imrmtry identifying:

I.)    the I.ypE Of pesonal data held by the ageny, irdiding oends of its -I
auptryCes;

2.}     list of an infomation ttquchDriEi holding persoftal dad-inrfuding thdr haiin;.
3.)     types ofmedid used fu s®oring due pesor`al drta; and
1)     tints aseochcd with dic pr.aeschg oftbe persoural drGi;

8.      a qrdt!ma6c deswiF]tinrt of the ptoceerinf operations alitiripeted and dr: purpr5es of
tlie proeesoini> irdtidjng, `.rlilm apprscirme> the lcgitinate intent pui"ed  bi  dH
agny;

C     an aesie±rmiten( Of the neceedty and prpr]rdonality of the pmesiing in rchlfen to the
p`irpasce Of lhe p-ing; and

1}.     an aseesrment of the risks to the rigiv and fzedonts oF drfa stltiects.
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SErr" i Chfrof Franrmof*/or Deto frofarffnL The risks idez`tified in the prfurary impact
asseermmt mtict be addresed ky!r a control fromcorarfu wttich is a compwhmsive trmrmefittion
Of be masures intended tD adch:s:i the. rislcs, inrfuding orgrrizational. plv5inl and Cechnicat
frmaa5iites to  mdrtain the avabatility.  ineEgrjty and  confidentiality Of personal data and  to
pFo" the pc-al data against ftanLral drngEmi I.tich as aeddenhl hai5 or de8tr`]ctioli. antl
hDmm drftfoae mud as tmlawful amrs¢.  fund]ilml misLLs€, ilnl3whl destmttion. anEmtitxt
nd cuntattLiEratim

The omfroB Of a control hamm^rck clad tale into acooun| among uthrm, the following:

A.    Itatureoftheper9on) data tobep-;
8,      rids TEprEeded ty the prDetrfu& the sin of the orgrttizaiion and cDf[ip!edty or its

Opratinus
C.     cturnd data privaey bestpractiao3; and
D.     cEct ofsmirity inpkrmentndt]n.

fin  agmdcs  that  ploctrs  the  pfmsonal  daGi  f\ceouds  Of  mmE±  than  ev.f!  EhotGard  qJXxp
rfuriLhaibi, jid.ItJi.q5 ngen{y penonnel, the Gmrfuim Teermmendr tlie tice af the Ism/IE[
27Um  cndul  eel  as  tl]e  minmqm  sfrodrgid  to  assess  any  gape  in  the  agFliqr's  rmtrd
fmmewgha

RULEm
STORAGE OF rmsoNAI. DATA

SF[non 7. Gdrml Radr. Personal data being proctHsed b]r a gpremmmt agrey stta!! h.
8tnd in a dab ce.`fty, whrfu n`ay tir may not be oumed 8iid ontroflod  b)r such qgeDqr.
PwhEIE¢,  tha( the agqlcy  mii5t be able  to  denonrfut: to  the  Cdmmision  howl  its control
hamaonTk for data pmtndort, and/erL ichce applicable. that Of its service prmrl.der, chall
c]tidtr ouipe- wrfu the ^tl: Prtwirfud ¢dr, tat where a sfrice pmrida is q`grgrd the
-i±eiiun may reqiin the agqiey ho stitmit its oritr3d with it=i senrice pry`/ider frm rmfidir.

5urlroN & furnpffoa qrpt7sop4f Dell All pmmal data that an: digilally prrmeseed must
be enrrypbed. wtrfuer at rest or in transit. Fen this prqung the Cimmisriot ft:tmmends
Achrannd Einaprption StaTLdrd with a leey 8iz]e Of 256 bits (^Esi250 as Lie most appropriateer-5-d.
faamlrnds or paphmBes ueeid to aceESE pedmal data sliould be Of mifFinl str\mgth tp drfu
p.sBwnd  attacks,  A  pasBwnd  policy  shmld  be  iss`ietl  md  enforced  thrngh  a  ey:sfro
"pt35Emm tool.

SECTIOw  9.  kts;bSctrl ^ceEss.  Aeee±is  to  all  drta  cenlers  o`.met  and  ct~lled  br  4
grmarirTmit 3grtqr !inal be TE8tricted to ageney pe"mnel that have the 3pprapriate sectnit)I
deamnati Thi. chouid be enfuraE!d try. an ac- -frol s[nrfum that dExnd i-rfucrty wJm, and
br wham the data GEdters are acoessed. Artrs rGends and pmced`€ chal] be revrfewed br
qgr.ey mafiiapmed rrmilaTf y.

SRE""l uO. S.rvke "ovi&er us Ponso..&I lrfenontice beocca:sot. WLen ai gr`remmca\\ i\GFoqr
aiB|ges a Service pmrider for the ptixpase Of 8dyg pesonal data u.)der de ageriey`5 cmtrul
or custody. the str`rice prvidtr :ira)I fufiction as a pustmal infurmalion T~=eor and ctmchr
ilth ®lt lhe requizt:mods or the Act, its IRR and all applicable ianiancus dy thi: Cfromisin
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SFK=IICIN 11. A.dif. lie GouDbdsim maenma the fight to alldit a gp`nemment agrnc)rs dab
ouib, or, where appecablc, tl`at Of its 8crrice pTgvider.

hdeFmdr`l vchEmtin or edificBtion tor a rqumable thnd party n.ay dsc be aeoqu:rd ky lhe-.
SEt]TOw  11    RcaoF-dd Jndapca4rll  VibpeGifrim  or carfgiverdmi.  The Gommiriev.
I-eds ISO/ IEC 2mlg as the mflFt apFrtyato aedtifrotint for ihe Gmrftt: er finctin
putded by a .enrice prrider under this RBJe.

SEX=lTOW 13. ^nhha. ITie req`iirEmmts of ttri Btile clan also apply to pescoal data tlul a
grrem-I qgmey ha6 ckmd ha archival purpo.es.

RUuE I,I.
AGENcv AccEss To rmsor`lAL DATA

Seel]ON 1+ AcaE55 to or jwati.givlarfu-gzl a/ D.fob.sEs. Only progratus devdap¢d or lieEmged
br  a govcmttun[ ngenry  chalt  be  allowed  to aE± arid modify dafahses c"ibining tl]E
pmmaJ data undfl the confrol oT onstndy of dtal age"y.

S-ON  IS.  SEzin-fy  CAcorvece.  A  govorrmm.I  agf=ic)r  dru  strictbr  xpgiibte  acocae  fo
|"onaldafarmderits-1ercundy.ItrfubgrrdaoeesGtoagriqrpenmeLthrml]Pthe
iEsoancc Of a smirity dcararue dy the had Of agency, only wfien d* performance Of official
finctiore  or  the  prrision  Of a  p`ib]ic  senrice  dirmly  depends er`  ouch  acb=is  or cannch
oihmlri8ebeprfundwidetitsuchacceec.

A quiy ti each sF`tDrity charlnee must be filed iriNt the ngenqr's Data FbotE± Cxfro.

SurT" 16. Gont"ctoq Cansot&onts --I Sesofoc Pncoflcrs. hocce6 to pasonal data b]r
ndqudmt cmtmctne, onstiltants, and 9mrfce providers engEigrd tp. a gp`ratimen[ agFiry
chall be ganremed by strin prrfures conlined in formal cuntncts, which provisions qnqct
-Frtyr nrith tl]I± f\ct, its IRK, and all applirabhe i!mmtus try the CmmisBim Th-: trnrs of the
-hact aind ondrfulcing§ gi`raL sfiolild l]e sidpe b review and audit b ctiskire -plianca

SRTTon  17.  Acarty4Ar  tier  Potfqr.  Each  gr`eertiinfl`t aiprey  chal]  have  all  upedab
Aaeptable   Ust>   Pulley   pegrrding   the   use   by   a8qtey   pastrmial   Of   information   and
cm`minications tochnolng}'. The puney shall be cxplained to all qgrmy pemnel who chall
il:ae ±ioch eechnolpmr in whtion tl. their hmcticoeL Each ustrr 8hatl Bgre to s]ich poliqr afid. for
this fxtrfrs, rigr thi: arpropriatE agmmmt er dec`immt txrfozt! brif.g afhored actuss to and
nd rf the todrmngy.

SEcl10N 18. Oi.Zfror Aaacss lo ftf]so.nd Ddt  Agenry pustmnel wlro acct=ei prrsmal daLii
anlinc chall aiitherfucato their identrty via a sernre c*eryptnd link and must usx! mtlJti.fuor
a]ilhenticatirL TErir aece5B rights must be derfu and contndtod b}. a sysrfu ]I]anagr-I
ted.

Srm\ON 18. Lesal Copies Of Paso:..at D-tr ALecessed OHline. A 8pnrazmrml t\8prqr sham
alopr and udiz]e tochnotogies that pre`rmt personal data accE6sible online fo autborind ngFny
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pr-d from txing erdyed to a local machine. ThE ageriry fihall also provtde for the atitomabic
dr4chon Of tetnporary files that t[tay tL. slond on a local rnechine by inE oFueting 5ystrm.

When po63itfo ngcoqr ptrsonncL =haD no( be allenrod lo cave file8 to a local machine. The]r
hall be di©d to only salve files to their allocabd fictwt.rlc dtive.

mrives  and  Use twhi on  local  machini=i  rty  also  be  disa"cd  as a siectiTity  rm!asors.  A
grverngient agrney fnay also consider prdhiing be tiap Of carrees in arcae wl.cue pcom-I
data is djsrfu.`rd or prooesBed.

SErnow in ^airfuorfeaJ Dfofars. A gtiv-ml agency chall cngur`e that only lmowm de`ric`es,
pmFrtyr conriB`Ind to the agct`ey'6 security emdards, are authorized to acessie personal dataL
The agrtry chat aha fm[ in place solutims, -hick mbr aLlovr authchznd media b be tised in
thi -prlrr €qurtymenl

SE[I'loN ". JbapDte Ofeermeedo» o. Dchan. A gtvyenrment ngeT.ry shall adnp[ .led .iFif7
tethnchngies that allow the Tmote disconr]ection Of a dtobjle device corTied ty the. ageniqr. ut
the  ddefim  of peTsoml  data  out,ined  lhdy  in  eveltL  Such  mchfle  dchEt:  is  last  A
ndcalirm eyEm ron s`xin less mLis[ also he eitoblichnd.

SIfT10N 21  Papcr4ASc`4 £jrfug Sysllm  ff personal  data  is sti]iied  it` prper flies or any
plyisii`al media, thr grvqrmefLt a8ertc]r chall ndrin a logr from which it can be ast"ined
which ffle uraB aceesed, inrfudi`ng whqu  `whee, and b]r  wh<rm. Sdrch lng chall also indicate
nhaEr copies of the file  `Anem made.  Agmry  maltagpeent shall ingLlhrty mrfour  the lng
maeondsy il.dirding all apdicable prtrdun±

SErmon 23. Piesou.I Z}nd. SZ4dyg Agr`emEde. ^aoess try. other parties to pesanal drla
tinder tlw aootrd  er c`Isitody  Of a  gpnrefibof  agrey  chan be govoued  dy  data  chardq}
qgfcanmtB that wri]I be co`rmrd try a aeparaer is6-ce of the Crmmirim.

BLru3 rv.
rmNSFm oF rmsoNAL D^T^

SE[IroN 2L Eg4izs. A gonemmmt agErtry that transtee pensimaL data tnr imail must eidber
tmitire that the data is entrypted, or use: a taecure etnril facdity that fatilitatt5 the encryptirm Of
the data, irduding arty atochinaits Pasmfrd shoii« be selLt on a sapanate qnaH. It is aha
fceommended that agrndes utiliac qrs- that scan out8x]ing enailg and ottachmde for
leqr`.rends that `irould indicate the pf`esaice Of pe"ormL drfa and, if apprrfutg pmvc]lt its
I-mistou-

SErlTON 2£ nmollil BnDdrrfurty Sqftolm. A gr`vemment ageney ahall imp]rmEttl ar-
cmfrols to prE`rett a&eriey pusonnel  from  prindng ar eop]ting pBsonal dab tt. p-a[
pTndLxgiv;ty sofulrare like wond |m.eessors and sprcodslites that do nut liave any sca]rity ur
autrscondeinpha.

Sfrnohf 2L nfmfodir Atrdh A goviernm€nt agquey that tl±ies podybli. media, sock 8s dire ur
U5B drivefa to stm or transfer pesocol dan musl enane that the data is cncrypnd. AgFnries
that use hptpps to stiote peEonal dela umst utiEae full dick cm}Ttim
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SErfloN 27. Hevo"be PftydiB.I madidi.  Whane pusi!5thheL  the flngfunal l[±ha of ]"qnd[
thafa, sock d5 thmugiv the tise Of rrmocable phy!iical media like irm[tprct discs, shall  Ttct be
alfond: Prom-dad.  Iha( ir ±mch mode Of tranrfu is  uunvDida"tr or necessary, authendcation
todrndng!f,sochasouetheHNs,shallheinpaluneiFtind.

SE~ E& rae Motfroes. Eacrimjlc tchnolng)i cha!l nor l]e qaed tr lmn:mitting docuridit:irtts
rmifaining piasmal data.

Stif=TroN  29.  TmrsutFftrf.   A  gp`rrmmfat  agrqr  that  tramndlB  doouirerfe  a/r  media
cmtnining  persmal  dth  try  mail  or  pouit  chatl  make  use  Of  rieEistcDrd  tnri!  er,  whale
appropriate, gnarannd prmal pest servke. 1[ shall estBbhih pflndtires that cttsiue that erd]
dorumcats or mrdin are delivered ortty fo the pen ut wltom they are addni±s!5.:dy ur his or her
mittquiznd  rtprenlalive:  Pmz]ide4,  that  ±iinHm  8altsuards  shall  be  adppeed  nehative  to
drmimmbormediafronsznittedhchffcaiofficeserpers..rmelwithinthengap'+

RLJLE V-
DlsrosAL OF rmsoNAL DATA

SREI0hl  an  ArfuBI  Offgivope.  A  gBvenmnd  agBiey  miiEl  ha  awm  of  its  Legrl
Qungrfrac as sot out in Rapifhlic Act No. 9*70, aleo lmo`erL 8s the Natirmal Afchives Of the
Thflftypints Act Of 2LXP. PErsonal  data rcenda, as wdi as incoming and iiutgping e]mfl£L Of
mdtiring value imary be archived p`rmsuart to sech Act.

SH"On31`frondErt5LfhocedtmESmusibetmHishedxpgarding:

A.     diqus@l Of Filt5 that cotttaln pedonal drfu whther such ffles are gtrmd on pepet+
fiha, aplinal or maigredr media;

R.      j3emne dFpoed oF coapidr eququcoL 6qrfu as disk sonrera decktry ctrmprners and
motEle phmrs aL erLdmf-life, crfufty squgr unedia: Pwhded, that the proednre
rfuttinchidethEu5.:OfdlquuseEt5,eneimandph!rricaldedttitrfumdevice;and

C     disposal offH5onal data stond offiin

SECTION  SL Third-nad±7 Swice Pr\ovile®  A  grnrer-mrml alQquqr may aigpBs aL sswiee
prm'ider to amp iE)ut the diaposal Of pcrsonl drfu under its canfrol or custody: Prgived, that
the .rmrfe prrfu rfull enthachiai]ly agree b the agenqr's data prrfurfem prngdtiles and
ertspre that the €mfidutalfty' Of All prmirmal dabE is pen:ctrd.

BtJLE VI.
MIScELLiLNqus rRovlsloNs

SRIHOH  se.  mtr  Bneadr A4aapgrmml.  The  appropriate  gridrLines  ron  managing  dafa
haeches irdl he the slibiect Of a sepante isstiance by the ConmisriorL
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S©tEN 34. Per*i!j¢s. Vichfroma o( tbeBe Rules, chall, upon notice Bud hearinsp be sut!ject to
rtyiaiftEE! nd mf-eat orddr& cca=i4? and derist utfrs, tquponr}r or prrmarunl ban in
the  procexising Of pesnmal  d@fa,  or  piiymtgut Of froes,  in  a¢mrdanee  wrfu  a  Schedule  to bli:
prtliched tpr the €ammiss5on.

Frfure to trmpt`r with foe prenri±!&ows Of thin Grmlar may be a grmmd ftEr adwhiatractre and
diertyinary ±rmths agrint any utng piiblir offioeT tit rmplo}'ei. ill aecordanae wilhL ceEj6thg
heornegrhtims.

I Of any. actifm Lmder this Grmlbr if indFFxmdmt alid withorl prSirdin= to
thefilingOfarryadionwiththenguha[courtsorotherquasiindicialbedies,

SErmt}N 35. ^wenrfueds. ThE5e mlcs shall be surtyt:ct to li:gulaT pgvjenr b3r lho Cammise5m
ring amendment thrfuB clan be artyptl to the rteeessiary anunltations wrm the enrac"ed
stakrmdas

SEct" 3L rinsifror nrird Govrmmem ]grries chall be givert a pedod Of ape {1} pear
traflrfur)r pednd ha the cffchwity Of thcaie kales tn comply with the "uirrmtrfe prmrided
herein

SECI1{EN 37. 5prmdr`dfty CAquse. If any pert]+an or proviriexi Of tl`ese Rules is dedand n]ill
and void or qmconatlutional, the other prmrfrims not a«rfu thcrrty !ina» continue [o he in
ha nd cff€ut

SErmoH 38. Rqung Clausr. All other "lfE, regulations, and ismana=i rmtrary  to gr
irmrmiint with the provisinms of th=e files art: defamed rTpeated ur modified accordingiv.

SEcr" 39,  Eficffifty. These Rnl]:a jihalL tal¢r irffiBct fifuet!n {15} days after its p]btintion in
de C#fiied ±tr.

rtypred:

(§giv+  RAirMu]fD I. Lltrono
Prirap' fromissiurr

(Sth} Ivy D. pArmu
Deputy Prfuraey Cinmisstolur

(s8d.) DAMIAni t"INGO a. bfArA
Deputy ttivary Gi]mmissimer


